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== Presentation Overview

1. Recent Trends in Terrorism and Violent Extremism
2. Nexus Between Terrorism and Organized Crime
3. Role of National Counterterrorism and Fusion Centers

4. Importance of Governance, Oversight, and
Parliamentary Leadership
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-+ Recent Trends in Terrorism

= Persistence & Adaptation of Al-Shabaab
= Rise of ISIS Affiliate in Puntland

= Use of Weaponized Drones and Advanced

Technologies

= Cyber Radicalization and Online

Recruitment

= Cryptocurrencies for Terror Financing

= Export of IED Expertise to other regions
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«= Al-Shabaab’s Advanced Drone Capabilities

= Manufacturing drone components using 3D printing
= Used drones for reconnaissance at Manda Bay attack

= Potential risk of weaponized drones

Saron Messembe Obia
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Emerging Technological Threats

Adapting Counterterrorism Strategies in East Africa

« Drone usage by Al-Shabaab [ rechnologi ]
(Kenya: Manda Bay attack) l
— Manufacturing drone components [(@) L:m:(”ﬁ,.tv}
using 3D printing
Vi , ) o J ,
— Used drones for reconnaissance at L D Drone: J [[:jl Cyber Tools J (@ (WW-[”w.w,]

Manda Bay attack

\ Online
X Radicalization

— Potential risk of weaponized [/ﬁ\ urveillance : 1} { J [(g: Financial J
VLU Reconnalssance ¢ Operations
drones [
» Cyber threats: Radicalization via o )
. . Cybersecurit Requlator
social media (Kenya, Uganda) X Updated < nvm "1 Frame mvk J

Laws

» Risks of cryptocurrency usage by
terrorist groups Epm Adaptation |

& of Strategies
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«« oomalia’s Strategic Importance

= Puntland region serving as a significant T —
logistical and financial hub for ISIS 4 Sl

= Connecting Middle East, South Asia, and Africa
terror networks

= |ncreased coordination with Mozambique, DRC,
and Afghanistan affiliates
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==« East Africa’s Evolving Terrorism Landscape

= Al-Shabaab’s persistent _ ,
threat (Kenya: Westgate Mall, e FOGES SRS

Uganda: Kampala bombings)

Cross-Border Attacks

Smuggling and Trafficking “

Control over Rural Somalia
= Routes

= |SIS presence in Somalia
(Puntland) East Africa’'s Evolving Terrorism Threat

intermediary in Global Networks (e j‘

= Somalia as strategic nexus
between Africa, Middle East,
and South Asia terror
networks

Imtermainamnal Jine st
Propaganda

ACSRT UNCLASSIFIED




)y AUCTC
@ African Union Counter-Terrorism Centre

=« Nexus Between Terrorism & Organized Crime

= Al-Shabaab's $100M annual revenue

from extortion/taxation Disrupting Terror Financing in East Africa

= Use of front businesses and money A | Al-Shabaab's Revenue
|

laundering (Crown Bus Services i1l | Streams
example) Extortion and taxation in Somalia
= [llicit charcoal, ivory, narcotics, human 0 ISIS Financing Methods
trafﬁCking ©|; Informal transfers and mobile
platforms
= Regional criminal network

Regional Cooperation

coordination (Kenya, Tanzania,-
Uganda, Gulf States)

{51
= |SIS use of informal money transfers oS International Efforts
(hawala) and mobile money E’ Sanctions and intelligence sharing

2 Marco Terrorism

Kenya and Uganda's collaboration
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«= Intelligence Fusion & Regional Cooperation

= Fusion centers integrate intelligence & operational responses
= Uganda’s Joint Anti-Terrorism Task Force (JATT)
= Kenya's multi-agency intelligence coordination

= Regional operations (Uganda-DRC joint operations against ADF)

Intelligence Sharing Kenya's Joint Military
Initiatives Coordination Center Operations

Uganda's Joint Task Regional African Union
Force Creation Cooperation Support
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ommunity Engagement & Preventing Violent
«= Extremism

Lack of Community Engagement in Countering Extremism

= Kenya’'s “Nyumba Kumi”
community policing initiative

= Role of religious leaders and
local influencers in countering

. . Mistrust of
extremist narratives Marginalization ~-- === Authorities
- . . . Communities feel | Distrust hinders
u Rehabllltatlon & relntegratlon excluded from E Gogperation with
(Somalia rehabilitation centers) decisionmaking. seourity forces.
. . Limited
= Economic & educational Alternatives for Ineffective
initiatives to combat Youth == -mmmmm s A N T Messaging
. . . Lack of ! ! Government
radicalization opportunities == r-! messages fail to
drives youth | ' resonate with
m |mp0rtance of parliamentary towards Insufficient | i Poor locals.
t f _t extremism. Collaboration * ¢ Communication
Suppo or community Lack of Ineffective
prog rams partnerships dialogue leads to
limits community misunderstandings
involvement. and conflict.
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«= Governance, Oversight, and Rule of Law

Cycle of Effective Counterterrorism Governance

= Qversight institutions ensuring
accountability of security
sector accountability (Kenya:
IPOA)

= Legislative oversight for CT
laws and regulations

.

= Addressing underlying
grievances through

governance
: : 2 4
= Balancing security measures
with human rights Establish Shape Legal Ensure Public
Accountability Framework Trust
[ | Transparency |n Secunty Implement systems Develop laws that Build confidence in
. to manitor andl empower sequrity Invest in communi security operations
operations cvluctesecrty  whleprotectng ™Y ok

prevent extremism.
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« Strategic Recommendations and Conclusion

= Strengthen regional intelligence sharing,
operational cooperation, and Pﬂlﬂﬂl IIE
coordination

cp g . . . . Ongoing political

= |nstitutionalize deradicalization, supporta;rd
. . governance for
reintegration programs, and robust counterterrorism.

community engagement initiatives
y ehgag Egl% G@ Emerging

= Enhance youth empowerment through Empuwermem Threats

local governance and community itiofivos to ampower Capabilities
resilience initiatives youth and strengthen Enhanced skills to
community resilience. counteract new
= Build capabilities against emerging T technological threats.
threats including drones, cybersecurity, | t‘:ﬁg"’“ﬂ' R Seradicalizat
. ntelligence eradaicalization
and cryptocurrencies Slining Programs
= Ensure sustained political commitment,  Improved S TS
rigorous parliamentary oversight, good eyl to oottt radioel
governance, and consistent financial regional agencies. :

investment in counterterrorism
Strengthen financial intelligence and
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« Challenges...

Conventional approaches to a non-conventional threat;

trying to find short-term solutions to long-term strategy of terrorists;
Local security priorities driven by global CT Agenda (compliance);

Capacity to swiftly and efficiently adapt to the changing nature and
innovation of the threat;

Self-Defense Militias vs. National Defense and Security Forces
Lacking of imagination “it will never happen is only true until it does”;

Little time spent connecting local to regional to global events, at least I
not quickly enough and efficiently enough to be preventive rather than g
reactionary;

Multiple overlapping and redundant regional security mechanismes;

Lack of capacity building coordination between the international
partners;

No capacity to effectively identify foreign terrorist fighters (partners _
not sharing lists of biometric data, no shared database...etc.);
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Thank you/ /¢

Idriss Mounir Lallali
Ag. Director
African Union Counter-Terrorism Centre (AUCTC)

Tel: +213 21 52 00 83
Fax: +213 21 52 04 14

Email: L.Mounir@acstt.org
Website : bttp:/ / wwmw.caert.org.dz,
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