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Presentation Notes
(U) The 2022 NDS, National Cyber Strategy, and DoD Cyber Strategy emphasize partners and allies as key to achieving our national security objectives
(U) CJCSI 5215.01B directs the identification of mutually beneficial end states and objectives for cyberspace security cooperation within specific countries (integrating theater and USCYBERCOM objectives)
(U) Implementation occurs through a variety of Title X and Title XXII programs and resources, with registered partner demand, via the USEMB Office of Security Cooperation, always a key initial element
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Strategic Foundations which considers national strategic goals in cyberspace, leadership commitment toward attaining development goals, and the ability to secure resources to support strategic efforts. Strategic foundations aim to develop the country’s unity of vision; awareness of key threats and opportunities in cyberspace; stakeholder identification and involvement and key entities’ roles and responsibilities toward achieving a national strategy.

Guiding Vision/Goals
Leader Commitment
Named Stakeholders
Resource Provision
Risk Tolerance
   

Risk Management.  Once the strategic foundations are in place, a national Risk Management approach helps prioritize strategic goals by examining opportunities and threats in terms of likelihood and potential consequences or effectiveness.  This is an essential component of strategy in that it provides stakeholders a consistent means of narrowing the list of things an organization can tackle in the period covered by their strategy to those that will be most important and effective, within the constraints of their available human and fiscal resources.  
 
Policy, Governance & Resourcing address mechanisms through which a cyber strategy is articulated, implemented, and enforced. Policy, Governance & Resourcing includes government organization around cyber initiatives, oversight mechanisms, technology acquisition rules and processes, the ability to request and earmark resources, and the adoption of cybersecurity and engineering technical standards.  
 
Operational Resilience & Incident Response addresses how well a country is postured to protect against, identify and characterize, respond to, and recover from a cyber incident affecting key systems or services. This includes provisions for critical systems protection—such as critical infrastructure identification, system mapping, vulnerability assessments, physical diversity, and back-up, as well as cyber threat intelligence capabilities and information sharing, incident communications and response capabilities, and the capacity of key stakeholders to assist in response actions, including through partnerships.  

Cybercrime Prevention & Legal Frameworks addresses the ability to prevent and combat cybercrime (including data theft, identity theft, destruction, or fraud) and cyber-enabled crime (such as extortion and human, drug, or weapons trafficking executed through cyberspace), which present serious national problems, eroding trust in government, foreign investment, citizen safety and prosperity, economic security, and national security. Cybercrime Prevention & Law addresses the ability to prevent, identify, respond to, and prosecute these crimes, including awareness, training and capacity of law enforcement in preventing and responding to cyber threats, as well as the capabilities required for cybercrime prosecution, such as electronic evidence handling, cyber-forensics, and judicial and prosecutorial training.
 
Key Partnerships focus on both internal and external partnerships that can support a nation’s cyber strategy and addresses the organizational psychology behind robust internal partnerships among ministries, departments and agencies; public-private partnerships between government and key industry leadership; and international partnerships, between government and international or regional organizations and donor entities.    
 
Cybersecurity Workforce Development addresses cyber workforce development, cybersecurity training for both the technical and non-technical workforces, the effectiveness of government security awareness programs for users of government-owned ICT; and a country’s goals and capacity in cybersecurity workforce pipeline development and the education needed to support those pipelines. 
 
Public Awareness & Culture of Cybersecurity addresses cybersecurity culture, an essential component of a nation’s development in cyberspace capabilities. The higher a nation’s aspirations about leveraging cyber technologies and services, the more advanced its cybersecurity culture must be. Public Awareness includes cybersecurity awareness and practices among the general public and addresses the basic education, strategic messaging, and human behavior components of developing a cyber-aware citizenry.
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Cyber Activities & Authorities

Overview
Cyber Activities Authorities
AFRICOM Cyber Security (CS) Partner - « Traditional
Building Capability COCOM
+ Provide Cybersecurity Training Authority (TCA)
+ Develop Cyber Doctrine / Policy / * Security
Organization Cooperation
Authorities
+ Command and Control
Interoperability Board (CCIB) © State
Partnership

» Technical Exchange of cyber Tactics,
Techniques and Procedures (TTPs)

» Information Exchange of unclassified
cyber threats

» Seminars or Conferences

Program (SPP)

Complementing Resources

Whole of Government

Peace Keeping Operations (PKO)
Significant Security Cooperation
Initiatives (SSCI)

International Military Education and
Training (IMET)

» Defense Security Cooperation
University (DSCU) / Institute for
Security Governance (ISG)

» Naval Postgraduate School (NPS)

Combined Exercises
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State Partnership Programs
(SPP)

State

Partner

North Dakota

Benin, Ghana,

and Togo

North Carolina

Botswana,
Malawi,
Zambia

Washington DC

Burkina Faso

New Hampshire

Cabo Verde

Kentucky Djibouti
West Virginia Gabon
Massachusetts Kenya
Michigan Liberia, Sierra
Leone
Utah Morocco
Indiana Niger
California Nigeria
Vermont Senegal
New York South Africa
Wyoming Tunisia
Nebraska Rwanda

ADVANTAGES

» Nations request

Partnership

* Many National

Guard have cyber-
specific
teams/units

* Cyber Defense is

a historic SPP
focus area

*  Whole of society

approach / can
engage w/ non-
MoD entities
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B\ CLOSING COMMENTS

« USEMB Office of Security Cooperation — the first step
» Methodical, integrated approach — building blocks for success
 Strict adherence and promotion of International norms and Rules Based Order
» Atrusted source / supply chain management

« Africa Endeavor 2024 !
* Annual invited Military Senior Leader Communications Symposium
« 2024 — Livingstone, Zambia 29 Jul — 2 Aug
* For more information:
« Contact USEMB OSC
 Email: africom.Stuttgart.acj6.mbx.africa-endeavor@mail.mil
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Contact Information

Mr. Scott Stahl

AFRICOM J659 Security Cooperation Project Manager

Email: Africom.Stuttgart.acj6.list.j659-cssc@mail.mil
DSN: 324-591-6911
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