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Structure of Presentation
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What is “Cyberspace” and Why Does it Matter?

Africa’s Cyber Threat Landscape

Implications for Security Actors



Evolutions in Communications and Firearms 
Technologies
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Defining Cyberspace

Assessing National Cyber Strategy in Africa: 
The Security Sector and Cyber Defense
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Africa’s Evolving Cyber Threats
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Figure 5: Cyber Threat Framework and African Cases



Threat 1: Organized Crime
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Source: Craine Hassold, Agari (https://www.agari.com/email-security-blog/covid-19-unemployment-fraud-cares-act/ )
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Threat 2: Critical Infrastructure Sabotage
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#Transnet Port Attack

Source: Bloomberg/Getty Images



Threat 3: Cyber Espionage
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Threat 4: Armed Conflict Innovation
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Threat 5: Disinformation
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Implications for Security Actors
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Threats are likely to accelerate

Unconventional threats require 
unconventional solutions

Africa at a critical juncture
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