Shadow Wars

Exposing & debunking influence ops + disinfo in Kenya & Africa.
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Allan Cheboi

I am CfA’s pan-African manager for
investigations, and lead the forensic iLAB
at the African Network of Centres for
Investigative Reporting (ANCIR). Prior to
CfA, I'was a cybercrime investigator and
forensic auditor at KPMG. My iLAB team
consists of data scientists and OSINT

technologists in 8 African countries. I am
also a fellow at the African School of
Internet Governance (AfriSIG).

@ Find me on Twitter at @Allan_ Cheboi or at LinkedIn/AllanCheboi



https://twitter.com/Allan_cheboi
https://www.linkedin.com/in/allancheboi/

Continental
Footprint

— a

Code for Africa (CfA) is the

lead in four separate consortia
that track coordinated influence
operations by extremists and malign
nation states across 21 African countries.

Our partners in the consortia include the Atlantic
Council’s Digital Forensic Research Lab (DFRLab),
and the DT Institute. CfA also leads a UN (UNDP & OHCHR)
supported consortium to apply these approaches to hate
speech & online incitement in Kenya’s 2022 elections, in
partnership with Shujaaz Inc and AIFluence.

We conduct investigative forensic research into coordinated
networks that seed disinformation, hate speech and
propaganda. The consortia also support fact-checking at
watchdog media to debunk harmful mis/disinformation.




Disinfo
Observatory

CfAis helping to build a
robust pan-African coalition
of researchers focused on
influence ops.

ADDO mobilises both non-
profit & for-profit orgs to
better coordinate efforts, pool
resources, share expertise,
harmonise methodologies,
and explore synergies for
local coalitions.

Partners include commercial
due diligence / risk advisory
companies & demographic
polling / survey institutes,
with specialist academic
researchers, human rights
CSOs & watchdog media.

https://disinfo.africa/

ADD@

African Digital
Democracy Observatory
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RESOURCES RESEARCH ABOUT

Call for Applications: Research into influence

operations that subvert African democracies
ADDO is calling for applications for research on foreign
government influence in 21 countries in Africa



https://disinfo.africa/

English Site | French Site @

African
Fact-Checking
Alliance

CfA is also growing a pan-African ‘self-help’
EC O S Stem network for fact-checking desks in 384
y newsrooms in 28 countries. The consortium
commits to ongoing incremental skills plus
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ADDE Py i in African Digital Democracy Observatory
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How hate speech trolls targeted Kenya’s 2022
elections

Paid influencers and other ‘keyboard warriors’ used a clear playbook to
amplify toxic content to polarise voters.

This report outlines the investigative insights and recommendations from the
Mapema Coalition that worked with the United Nations (UN) and the National
Cohesion and Integration Commission (NCIC) to detect online hate speech and
coordinated disinformation and digital incitement targeting the elections. Find out

more about the Mapema Coalition at the bottom of the report.

Multi-faceted
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COP, LISTEN

ISSUE 4 | Saturday 12 November

UNDER THE MICROSCOPE: Africa's Gas Lobby Comes to
Sharm

OUR VERDICT:

Decarbanisation Day (11 November) is shaping up to become a major piatform for o and gas lobbyists in Sharm, who
continue to argue for the "vital role of fossilfuels in the energy transiton”, The counter-narrative should be loud and
lear: we need accelerated deployment of more resilient and cheaper renewable energy, not further o and gas.

the industry's frauds say otherwise, 8nd whesever possible pess the mic to groups ke instesd.
Asthe . Poluters have 3 specific version of the disinfo playbook for the minority
communities most affected, and is 8 key tactic.

For more detais on dimate disinfo, influence operations and vested interests in the region, please refer to CAAD
partnes / Intelligence Unk contributor . well 85 climate justice champions like Vanesss Nokate and
experts ke Mohamed Adow (Power Shit Afica). Carbon Brief and the Reuters Institute have also lunched a

1o ensure local expertise and science remain ot the forefront of discussion!

locked at how Russia 2nd China, pollting companies nd deleyist pundks are "woke-washing” their
oppositon, co-opting progressive messaqing to thwart the green transition. The fossilfuel industry is aiso actve across Africa,
and has adopted the same disinformation playbook perfected around the workl. This the use of

o falsify broad support for whit are highly unpopular policies, the co-opting of cimate action in order to
greenwash, and the strategic use of spokespeople to launder the Industry's profit aims nto the mainstream

African Energy Chamber

“cimate finance & imvesting in & just transition to

il and natural gas will be playing an ongoing role in
Africa's anergy mix for years to come. Renewables are _ €newable energy” and ot “fossi fuel projects ke the East
expensive, unreliable and can't do the heavy ifting for  African Crude O Pipeine.” Activiss like
now. We need to drill for Gas and Make Energy Poverty
History while fighting Climate Change.

‘about how Africans are the least responsible for
o cimate change, yet face the most devestating

consequences of continued fossl fuel use.

Nonetheiess, one of the top tweets leading into the
summit was . char of the African
Energy Chamber (AEC). The AEC is an industry tade
Group that lobbies for increasad fossi fuel use across the
continent, aithough as

(9 November), Njock Ayuk Eyong
himse¥ was “comvicted of fraud n the US for impersonating

Disinformation is profitable, therefore CfA is
part of consortiums that fight disinformation
from all fronts, including investigating

approach

ADD& ADDO
Video Stars: Russia’s viral video propagandain
Africa

This report forms part of our ongoing ¢

i-hoc analysis of Africa-focused
Russian influence operations that appear designed to shape public
support for Russian interests

Summary:

Pro-Russian campaigners are successfully using sophisticated video
propaganda to shape public narratives and undermine democratic watchdogs
across Africa, using increasingly slick production standards and coordinated

amplification.

The video campaigns are deliberately designed as entertainment that glorifies
the Wagner Group'’s mercenaries.They are targeted at audiences who
traditionally avoid mainstream news using formats that range from full-length
feature films and short animated ‘viral social’ productions, to deliberately

provocative humorous ‘crisis response’ counter-messaging.

disinformation related to elections, climate
extremism and foreign interference/
influence in the African continent.




Overview

Understanding information disorder problem
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INFORMATION DISORDER

INTENT TO HARM

Mis-Information Dis-Information Mal-Information

False Connection False Context (Some) Leaks

Misleading Content Imposter Content (Some) Harassment
Manipulated Content (Some) Hate speech
Fabricated Content

firstdrafthnews.org

‘Fake news’ is a complex problem created a
diverse set of ‘bad’ actors that ranges from

Und e I Standing viral sharing of both ‘innocent’ mistaken

info & deliberately created misleading info,

the prOblem to toxic hate speech designed to incite. The

only way to fight it is to have diverse
toolsets



DISINFORMATION

Harmfull

to Democracies,
Societies, Values,
Security etc

Not illegal Manipulative

Hatespeech, Bot accounts, Sock-
Terrorist content, puppet accounts,
Extremist content, fake media etc
Legal instruments

etc

Intentional Coordinated

Not Use of different
misinformation, media e.g. social
influencing media, media,
decisions, pursuing blogs etc

agoal

STATE AND NON STATE ACTORS

_—
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Disinformation

Intention is a key component, but the
following are also focus areas. Its also not
only a political enterprise, but can also be
used for economic gain. Further, state actors
are using this tools for their own goals. The
ABC model is used for investigations.



Disinfo is
profitable

Disinformation is a fast
growing industry, with
profiteers deliberately
finding/amplifying discord
so they can monetize it.

They use ever cheaper &
easier-to-use tools to do
this, on an industrial scale.

This underground shadow
economy of ‘political public
relations’ includes digital
strategists & paid social
influencers or rented
pundits.

They compete to win public
mindshare (often through
re-usable ‘audiences’).

Kenya’s
keyboard
warriors

How opposing online
d to

03/2021

https://investigate.africa/reports/ @



https://investigate.africa/reports/

Influence operations

Government Non-Government

Foreign

Domestic

Info rmation Influence operations tend to fall into two

broad categories: domestic and foreign, and

= 3 also can be driven by state actors or non-
CODE#- ‘=3 O p e ratl O Il S state actors.
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Domestic: Kenya Case

Dynamics shaping influence strategies in Kenya
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Kenyan Election:
Platforms Trend

A total of 812 cases of hate
speech and incitement were
identified. These were the cases
validated by NCIC during the
monitoring period.

There was a marked decrease in
hate speech and incitement
content/ cases identified after
the announcement of election
results.

Facebook and Twitter still
account a higher proportion of
toxic content. However, we
believe this is significantly
lower compared to the actual
number of similar content on
platforms.

Social Media Monitoring: Identified Hate Speech Cases from 01 Jun - 15 Sep
Number of identified hate speech cases on social media

361
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Source: Code for Africa

Social Media Monitoring: Identified Hate speech Cases from Aug 12 - Sep 15
Number of identified total hate speech cases on social media
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Source: Code for Africa
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Tactics & Techniques

How was the influence peddled on social networks?
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Keyboard
warriors

There is a growing shadow
economy of professional
‘keyboard warriors’, who run
campaigns using their own
existing networks of sock-

puppets.

The networks are leveraged for
multiple clients, which makes
it harder for Al tools to identify
+ track.

This underground ‘public
relations’ industry includes
digital strategists and
(increasingly) otherwise
legitimate real-life social
influencers or paid pundits
who compete to win public
mindshare for their political
clients.
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@Belivé_Kinuthia _

BOCuges:

Sample posts @


https://archive.org/details/@kpeter101?tab=web-archive

Hashtag monitor @

Trend
manipulation

Twitter and Meta both describe
Kenya as a leading global ‘idea

TRENDING HASHTAGS IN KENYA (POLITICS)

Collected hashtags mentioning Raila Odinga, Uhuru Kenyatta and
William Ruto.

@ Uhuru Trend @ Azimio Trend @ Ruto Trend @ Raila Trend

factory’ for new ways to 120,000 ®
manipulate its algorithms that 110,000
manage trending topics. 100,000

90,000
Subverting algorithms allow g 80000 ®
local bad actors to get their g 7000
disinformation, hate speech & > 60000
propaganda content into more £ 50000 ®

=1

people’s feeds. 2 4000 o

30,000
Trend manipulation see actors 20,000 $ oo .
mention the top candidates in 10,000 L .L .6 . 0 &, . %0 0 0 N I
the upcoming elections, or ¢

TF3 : c ’ ’969’69&69'696\}6‘/ U L L LG A A LR L g
ecific trending issues B o o o o o @ & o o o o o o o0 o o o

Sp f t d g \’»QwB’LQWQ’»Q’»QWQ’LQ"’Q’»QWQ’»Q’»Q%Q’LQ’»QWQ% %
hashtags as a way to piggyback PO R O R R R
on aUthentiC pUth intereSt' Source: iLAB's Hashtag Monitor, 2022 Afni'c%

This creates an amplification
feedback loop.



https://github.com/CodeForAfrica/hashtag_monitor/blob/main/data/trending_hashtags.json

Sample post @

Bot
& armies

Armies of automated bots are L e— b e
being used to turbocharge
coordinated campaigns. 0 e 4. 2021 ekt poss

The bots are used to drown
out reasonable voices, or try
boost/amplify narratives that
undermine and disrupt the

. S Recently (last 2200 posts)
public conversation in Kenya.

» LI

DiphieDiphie== @bpiphie
maklng genulne but dlv181ve Political Commentator,Cityzen®, HustlerNatior

The bots are also successfully
& Translate

political conversations trend

on social media.

= Joined 2 Mar 2021 check first posts

This leads to accelerated 9 Kenye tweets/day
polarisation, by boosting the 8o et

voices of extremist or fringe

commentators at the expense

of centralists.



https://twitter.com/DDiphie

Sample post @

S O Ck pupp et (D Activity analyis based on the last 2198 tweets of the total 41894 posted by @mlipuzii
inf]_uencers Weekly Activity

Posts per day by @mlipuzii during the last week

700

Consistent use of suspicious 1000
accounts to amplify political
messaging, with no real 200

300
200

persona 100

19 Sep 20 Sep 21 Sep 22 Sep

The content undermine the
integrity of pl.lbllC ¢ HITLER™E bosting Frequency
conversations, particularly e

using disinfo, memes or

“W- UNIVERSITY OF VAWULENCE o
e ID CARD

FACULTY: ENGINEERING VAWULENCE

Overall (since 16-09-2020) Recently (last 2198 pasts)

sarcasm, and consistently e y—

churn out high volumes of "

pOStS every day. HITLER™EE Activity: High Influence: High
v Bot Indicators:® 60%

Some amplify suspicious cotermCetteameer

hashtags, while others drive 1

narratives targeted at entities
e.g. judiciary (#AkissForMwilu)



https://archive.ph/hdiuC

Imitating
media

There is a marked increase in
malign actors in Kenya on
social media impersonating
media.

They present themselves as
legitimate sources of news, and
package conspiracy theories or
overt propaganda/disinfo as
news articles.

This includes increasing
numbers of pages/groups that
impersonate legitimate media
outlets such as Citizen TV.

Many of these pages are profit-
seeking clickbait initiatives,
that deliberately amplify
inflammatory or polarising
content.

‘ Kenya Max News
Home Videos Photos  About  More v

KENYA

Strange
KENYA Strange News Kenya
* @StrangeNewsKenya - Media/news company

About

1l 74,256 people like this

£ 75197 people follow this

Strange m

History ©

Sample posts @

Page transparency X

Page information for ITV 6 News EA @

@ ITV 6 News EA
Media/news compan:

Organisations that manage this Page ©

(7 Changed name o TV 6 News EA

(7 Changed name to Royal News

Created - Royal Media News
- %

People who manage this Page ©

@  Primary countryfregion location for people who manage this Page
includes:

Cana

da (6)
United Kingdom (1)

Page transparency X
Page information for Kenya Max News ©

Kenya Max News


https://archive.org/details/@kpeter101?tab=web-archive

False poll
tallies

We observed a spike in the

number of social content 6703 549
announcing the results of the
poll tally, before the official , :
announcement by the S i R
Independent Electoral & oo | msowe | wmws | 1074 | w012 | 13
Boundaries Commission By clomed

(IEBC). i cominrmmstelrmatnienieyo s
Proactive efforts by Twitter & O ———

TikTok to flag and label such

type of announcements helped 0} Covomn oveutcivaniotputsgntns QR e raczzsocton oo o

to deter the spread of content s“d

that could polarise the public et
and create anxiety within the o

country. Such content could not

be debunked by our fact

checking & investigative teams.

< Tweet M 4O MB -

Edwin Sifuna &
@ @edwinsifuna &

97% forms in. Baba the 5th!

9673

51.96% |

@@ congrats raila
@ pole ruto try 2027

steve.kenya

JJ sound - stevemedia - ste




Weaponising
satire

Bad actors are increasingly
using visual communication
techniques to transmit their
message, often disguised as
satire. Visual messages appeal
to younger audiences, but
animated images & GIFs are
better at evading Twitter &
Facebook’s Al-based threat
detection algorithms.

Amusing/ satirical visual
messages are also re-shared
more often with friends &
family, as memes, on dark
social networks on WhatsApp
or Telegram or Signal.

Q VIRAL KENYA.

UDA chairman, Johnson Muthama lost his
daughter 1 week ago. David Sankok lost his
son 5 days ago. Rigathi Gachagua lost his
brother 3 days. UDA has lost 14 aspirants in
the past 1 month. UDA lost Sambirir Ward,..
See more

18 ©i) 131k O 186K @ 393

Sample posts @

i\ makumbi_ mtoxicE8

Q Prospect % od @y ©nitoxic mmoja
L ” A [ (T ¥ 1 1
zoaEn DO thisonethough @ @ & &

By now Murathe and Tuju know that

Raila is a failed project.Raila might be GAC H AG UA
left on his own soon. Don't expect

Uhuru to tag along in Raila's

campaigns ; that would be suicidal anc e

Raila knows.Azimio journey is dead on s g e

arrival with the likes of Atwoli and
Junet as thinks tanks..

11:55 AM - May 3, 2022 - Twitter for Android

14 Retweets 89 Likes


https://archive.org/details/@kpeter101?tab=web-archive

= SEE @RadiSmallz - Aug 9
a 1 n a i Kenyan Vote The environment for the next General Election is becoming increasingly
e divisive as politicians continue to mobilize along ethnic lines

ODM is dead in other parts of the country. It has been
officially declared Nyanza party.ODM and Rao are #RutosViolencePlan

[ J
P l C tu r e rejects and they won't go anywhere.

y 27, 2021

Bad actors are increasingly Baba lam,
using visual communication
techniques to transmit their
message, often disguised as
satire.

Visual messages appeal to
younger audiences, but

animated images & GIFs are TURKANA FINEST 88 0gerdpurisher - 10
s . Rhalla will te!l y(?u ‘:?t somehpeople who oppose him are r(;Drruq;\t blut when
tart t 1l 't t tl
better at evadlng Twitter & HRAAThOLIAR o e ammore fheyare ceen

Facebook’s Al-based threat
detection algorithms.

Amusing/satirical visual
messages are also re-shared
more often with friends &
family, as memes, on dark
social networks on WhatsApp
or Telegram or Signal.




[ ]
a ==Kevin_Nyang'au_MautiS= Kenyas Finest @RandalMwinzi - Aug 9
@Kevowinston_ke Ruto had a hand in the 1992 clashes and the 2007-08 Post Election

Violence.

No way Will this man ever be my president. The two conflicts led to the death of thousands of Kenyans and
displacement many Kenyans. #RutosViolencePlan

Incitement #RutoPlanningViolence

Graphic photoshopped
images, often involving
violence, are another
distinctive trend in Kenya.
The messages are designed to . _

polarise or incite citizens by s N Ry Derie B8 015705 A

. . . . . Currently the DP and his henchmen are é? The Deputy President seeks to use the people as a weapon to clinch power.
| di R luti that i t t il o He has managed to turn the public against the same government he is part
eXplOItlng eXlStlng tr]'ba']-/ aellatflggeawf?c\)l?lvll-:l Igg agaair:sstmvsa?amo;:‘fgﬁf of, and has made claims recently, that there is a plan to rig him out in the
. . . o, o i | electi
ethnlc, rellglous or pO]_ltlca]_ Rift Valley come 2022. Their aim is to scare u?ﬁ’:”&%jﬁ:ﬁ“;ic o
people and make them not to go against -

faultlines. him.

The images are created using e e e T
fairly complex editing

software, and require a
degree of design competence.

The campaigns particularly
target semi-literal and/or
rural/remote communities.




Sample posts @

Invisible — E—

WhatsApp Business Q (0] STATUS CALLS

mobilisation . | pry—

(; F) AZIMIO LAUMOJA TTC

o ‘ _ L @ ODM YOUTH LEAGUE KAJIADO

Dark social groups may be . ' B s
invisible, but they can quickly @ TETT..... & —
reach a 51g.n1f1c.ant scale. e N
Conversations in some of the I o
groupS we mOIlltO]f hlt upwardS Oy S 227 c o1 Agencypof (1 page) & HUSTLER NATION 20‘2’2/08(/]8’

> 1 o8  The ODM Clerks '
Of 15’000 messages durlng 3 2 I MIGORI AZIMIO LINE-UP#
peak debates, but tend to - , Pl i
average "'1,000 messageS pel‘ ¥ 4B s group i mp level and not p _/ .RUTOFORPRESI:EITJT:.
group every two weeks. O i RAM—ODINGA .

o 5 A AZIMIO LA UMOJA RELOADED

Much Of the Communlcatlon 1S 4 s DU List of All Licensed Microfinance Ba r TN BETHWELKIRI?R,P? Tra?‘snmiaw
grassroots planning Or \ KENYANS== ON WHATSAPP

. . . \ : 4 _ ’_. AZIMIO LA UMOJA NA BABA
logistics, for local rallies or i 2 e 09

0 AZIMIO LA UMOJA

Other eventS/ConcernS. But’ \ 2 y - m Ghoto URA PARTY KEN DP BUTOQ
Organisers regUIarly use #SAFINAYAMAHpSTLERSHONGWE ’
. o o o +25 I L1ANE WOIL & Vs William Ruto supports ==
inflammatory content to incite S oo S e s suneser

Govemon. TROOPS OF W,ruto NYANDARUA

or mobilise followers. o



https://archive.org/details/@kpeter101?tab=web-archive

Key narratives

What was being peddled on these social networks?
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Blinded to
toxic posts

These closed groups are used to

openly converse around
political issues, but some
members use banned hate
speech words to attack each
other.

This originates from both
camps since members of these
groups tend to be a mixture of
supporters from both sides of
the political divide.

We continue to monitor these
chats since it is expected the
groups can be used for

incitement during and after the

poll date.

02 @6 - (OB W -EL

P The ODM Clerks

* +1(50

The pwainnnnn

Than mamako Xl

Be wise xjana
Ths s kenya

Kenya ya mamako

Hil siasa weka kwa lungs

Jaluo jinga enda utahirl kwanza

T
Forwadia DCI
si whatsapp@

Plz members our pg should be concern only Azimionated
members

Respect each other

s 1]

()

1016 @O -

P The ODM Clerks

? 41 (506

is B B men Raila Odinga It's
true Uhuru a or impeached hai Baba
Mungu skulinde

Moses Kuria one day utasalamia Raila kwa heshima

Wwilliam Ruto is a vindictive politician.He s greedy for
pawer.

So sad that he wanted to impeach and kill president
Uhuru but the mission failed as the handshake saved
he sit

the situation
This man was wrongly brought up and started killing at
atender age.Remember &

Jirongo confessed that Ruto strangled and killed

ne

Jacob Juma openly said that Ruto wanted o kill him
and it indeed happened,

ts true William Ruto wanted to eliminate uhuru
kenyatta even Livondo confessed

Have been telling you aboutMoi genotype!The 24years
of Moi Rule was terIMkajaribu mtaona cha
mtema kuni!Ruto rule=Mol rule.

Kenyans should fear the man.You don't known when he

will want to kill you

3 e

1018 @O - B Hadins

& {7) RAILA ODINGA SUPPORTERS

4254

[ ] AMANI....HUKU MAPANGAES

William Ruto went to church in Kapseret (if you see this man

speaking in church, you would think hell is a ghost place) and

straight he went to incite Kesses Kalenjin residents to send Hon

Swarup Mishra to India as he had been declared a "CERTIFIED
ADOADOA

William Ruto is moving up and down in Mt Kenya claiming to
be their Kingpin while in his backyard he s silently plotting to
evict all foreigners from Rift Valley. He is a man on a mission

to complete his Pet Project of 1992 /1997/2007-2008 of
“KALENJIN ANCESTRAL LANDS".. Woo unto you Kikuyus for if
this is happening to a seating MP God forbid what will happen to
the ordinary Kikuyu folk in the villages?72 This man has a very
dark heart emasculated with evi

| N "‘ Martha Karua pledges loyalty to Raila Odinga - AfrinewsKE
3

2o

Martha Karua pledges loyalty to Raila Odinga




Discrediting
institutions

The campaigns have since
moved into platforms such as
Tiktok, indicating a concerted
effort to target the youth.

The identified content attempts
to insinuate that the electoral
body has allegiance to one
political party.

IEBC Chairperson Wafula
Chebukati has been included in
the majority of the
manipulated (photoshopped)
pictures and videos in an
attempt to propagate a
narrative that he is allied to the
UDA party.

recycle the rigging tactics ti. .
used in the past.

IEBC, don’t burn
this country

Sample posts @

WHY IS WAFU
SECRETLY
RAMCO OFFI

constituency.

Somethang does nat smedl right,

IEBC Chair Wafula Chebukati has been regularly
visiting Ramco Printing company’s offices along
Mombasa Road under the cover of darkness.

Ramco i a lecal company subcontracted for the peinting of form 34A and form 340
Under the Blection Regulations, Form 34A is the first form used to tbulate resulos of
the presidential slection, It is lled out by the presiding officer after the counting of
votes at the poling Mation. It contain details of the votes garnered by each candidate
and sho details the totdl number of registored voters i that station, the rejected
“oues, objected-10 vores. disputed votes and the valld votes,

Thete documents are vary delicate st what ks tabuiated in the form s feal The forms
have wque security feanwes such as serial sumbers A log of mischied can be done il
the printing company colludes with IEEC and maliciowm actors. ¥ Chebukati is vivting
overy night. someching is fishy. This is the same Chebukat who has been working wich
Davis Chirchir and Adam Dusle. The worst is when you realize that one of the
directors of Ramco is 4 relative co Geonge Gachagua the UDA aspirant for Ndaragwa

What businmews s Chebukati doing ot Ramco every might!

We alrnady know Chebisani and Ruto are reading from the same page - are his mght
visks part of che great schemwe to rig the elecdon!

BWANA CHEBUKATL, PLEASE DON'T TAKE KENYA BACK TO 2007

CHEBU
TING
AT NIG



https://twitter.com/Davian0987/status/1547194482587746305

Gender Slurs
& Misogyny

After the announcement of
election results, women
candidates who lost, have been
subjected to gender slurs and
misogynistic language.

Such content tend to imply that
women-candidates are not
deserving of leadership
positions and that they
primarily use their femininity
to solicit for votes during
campaigns.

We are yet to see coordinated
attacks however, we continue
to monitor for such content
and building a watchlist
database for such terms.

Sample posts @

karanja kangethe
‘ @karanjakangeth?2
sisilwa kikuyujhatujawahi ongozwo najkihiijna
mwanamkelnote that

5:25 AM - Aug 13, 2022 - Twitter for Android

@ Wil_m‘s and Dad's Uncensored
191

(5]

> g

v <
Ni TV ya hii hoteli baya ama Sabina

Chege ndo the new Millicent Omanga
"matter core"

i N, : Q"

l.a
Fry @N
Passaris akitafuta kura Omanga alikuwa anatingiza tu
Imatako kwa rally za UDA akidhani mfs will votdfor dat

ass

11:00 AM - Aug 14, 2022 - Twitter for iPhone

18 Retweets 63 Likes


https://archive.ph/ySfp6

Early detection of hate speech & disinfo report @

Hate Speech
an d d i S i nfo How hate speech trolls targeted Kenya’s 2022

elections
Hate speech 1S Paid influencers and other ‘keyboard warriors’ used a clear playbook to
disinformation When the amplify toxic content to polarise voters.

perpetrators are propagating
hate speech with an intent to
cause harm and also they are
aware that they are sharing
misleading information.

In most cases, the hate
speech disinformation is
propagated through
inauthentic means such
coordinated inauthentic
behaviour.

Not all cases Of hate spee ch This report outlines the investigative insights and recommendations from the
are dl S 1 n f orm atl On or Mapema Coalition that worked with the United Nations (UN) and the National

misin forma tion Cohesion and Integration Commission (NCIC) to detect online hate speech and
’ coordinated disinformation and digital incitement targeting the elections. Find out

more about the Mapema Coalition at the bottom of the report.



https://disinfo.africa/early-detection-and-countering-hate-speech-during-the-2022-kenyan-elections-e0f183b7bdd1

Foreign interference

The intersection with dynamics shaping influence strategies in
Kenya and the rest of Africa
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Global
turf war

Non-African nation states &
warmongers or crime cabals
are seeding + amplifying
disinfo that is fuelling armed
conflict from the CAR + Mali,
to Ethiopia + Mozambique.

They are ‘franchising’ the
frontline work to African
proxies/contractors, and are
using coordinated networks
& professionally produced
multimedia content to
weaponise their messages.

They are increasingly using
‘infotainment’ formats to
bypass media watchdogs, &
to target youth or to catch
unsuspecting audiences.

Africa Center report @

"

Disinformation Campaigns in Africa

s

AFRICA
CENTER

FOR STRATEGIC
STUDIES

Céte Ghana
d'lvaire

P 1 campaign
2 campaigns

Madagascar

I 3 or more campaigns

' Russian sponsored campaign(s)



https://africacenter.org/spotlight/mapping-disinformation-in-africa/

Regional
Infrastructure

Regional networks of co-
opted or sockpuppet
accounts continue to grow,
controlled by administrators
in multiple countries.

While Mali is currently the
epicentre for control of these
networks, the node in France
is also noteworthy.

The fastest growing nodes
are Burkina Faso and Cote
d'Ivoire, suggesting these
countries are the focus for
current/future operations.

The networks consistently
promote pro-Wagner and
anti-French narratives.

Facebook post @

PRO-RUSSIAN NETWORK: ADMINISTRATION OF SUSPICIOUS ACCOUNTS

Actor watchlist of pro-Russian accounts across Meta platforms

Burkina Faso
8.3%

Cote d'lvoire
10.37%

France
13.69%

Source: iLAB Actor Watchlist


https://web.facebook.com/groups/111654126124817

Media
Launderers

Content aggregation or
syndication is a major
amplifier of state-affiliated
media content.

Aggregation is particularly
popular in West Africa, with
‘clickbait’ sites like
Maliweb.org & bamada.net
re-publishing Sputnik or
other state-media content
often without attribution.

Syndication allows more
direct targeting, with wire
services such as ANA (African
News Agency) injecting
content into 1,000s of
otherwise credible &
unsuspecting media.

¥ SPUTNIK

Announcement @

International v

oLD

© Sputnik / Konstantin Chalabov / Go to the mediabank

Subscribe International India Africa

Sputnik News Agency and Radio and Ethiopian News Agency
signed a memorandum of understanding in Addis Ababa on
Thursday. This is the first document in Sputnik’s history
concerning cooperation with the Ethiopian media.

The parties agreed to increase cooperation both in the field of content
exchange and with respect to joint projects. The document was signed by
Vasily Pushkov, Director of International Cooperation at Sputnik, and
Johannes Wondirad, Director of Public Relations and Strategic

Partnerships at ENA.
Newsfeed


https://sputniknews.com/20221007/sputnik-expands-cooperation-with-african-media-11https:/sputniknews.com/20221007/sputnik-expands-cooperation-with-african-media-1101597321.html01597321.html

Co-opting
Media

Foreign state-owned media
are ramping up content-
sharing partnerships with
African media, injecting
reportage that supports their
policy positions into
mainstream mass media
across the continent.

Foreign nations are also
increasing media training,
via RT/Sputnik/CGTN, etc,
alongside equity investment
into African media.

There is also growing
evidence of outsourcing or
‘franchising’ of social media
campaigns to local content
producers.

CMBG clinches partnership with 36 African media @

China’s State-Controlled Media Holding Company
Opens New HQ in Kenya
®s Im

"N X[ WuPeng
< ;.» @WuPeng_MFAChina

by Eric Olander @ Share

Glad to see the launch of Africa headquarters of #China
Media Group. First hand reporting of a true #Africa to
Chinese audience and vice versa!

CMG AFRICA

[ s RTEBRRSSIEMSI

China's top diplomat for Sub-Saharan Africa, Ambassador Wu Peng, announced over the weekend the
opening of the China Media Group's (CMG) new headquarters in Nairobi.


https://news.cgtn.com/news/2021-11-27/CMG-and-African-media-partners-pledge-to-deepen-collaboration-15x14rjWhy0/index.html

Actor
mapping

The People’s Republic of
China (PRC) has recruited a
total of 44 pan-African
network of academics,
political activists and media
pundits who publish pro-
Chinese ‘think piece’ articles

in a wide range of local media
without disclosing their links
to Chinese state affiliated
agencies.

Many of the opinion articles
appear to be coordinated,
published in multiple
countries by multiple authors
using identical phrases or
wording.

PUNDITS MAPPING: COUNTRY OF ORIGIN & SECTOR

Number of individuals who frequently publish pro-Chinese opinion pieces in China-state affiliated media
based on sector/ industry

@ Education @ Think Tank @ Media @ Education & Think Tank [ Media & Think Tank  Consultancy [l Government [ Fintech @ Diplomacy
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Orthodox example @

Believers in Africa with “Thank you
Putin” posters

Spiritual
spears

Religion is a major tool for
disinfo campaigns, with the
growing role of Russia’s
Orthodox Church & the

country’s ‘defender of the
faith’ role especially notable.

Ethiopia’s Orthodox Church
& ROC have, for example,

(AFROCOM)
Addis Ababa.
See more

! AFROCOM opens its office

“ 13 in Addis Ababa

= ". CentroRaphaeI
W/ @RMart_centro

Des semlnarlstes afr i

du # a et de #|
departement pré

de Saint-Pétersbourg, #
¢ séminaristes de la #

rejoindre!

r entrent dans le
’Académie de théologie

ssie. Un groupe de
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jointly called for Russian
military intervention in the
country, with the ROC also
overting pushing both Putin
and Russian state interests.

(] FABRATRS
A7) Feb 24, 2022 at 12:15 AM

Tewahedo TPy
Feb 26, 2022 at 12:46 PM

Russia-Africa Business

Center (AFROCOM) openet

in Addis Ababa, Ethiopia
)UTUBE.COM

LLAVAT M N.C@ NASN ANN Dat
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4:11PM - Nov 26, 2022
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The narrative includes
claims Russia has “done a lot
to protect Christians in Syria”,
and targets bodies such as
AFROCOM.

Nh%.n hNn hat

ShGOHN WG 8403 AT +NNC
AN+NNLS NOYE FVAYT Nt (WECHIO)...
See more
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Feb 26, 2022 at 1:54 PM
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https://www.europeantimes.news/2022/02/believers-in-africa-with-thank-you-putin-posters/

Streaming
influence

Blockbuster entertainment
such as the “Le Touriste”
movie has been so successful
that a sequel, “Granit”, was
produced in December 2021.

The French version of
the“Le Touriste” movie was
amplified using ~310
coordinated Facebook
accounts over a period of 24
hours, and has now gone
viral organically.

The films catch audiences in
a relaxed ‘suspension of
belief’ state-of-mind, when
they are susceptible to plot-
driven narratives about good
vs evil.

Le Touriste Dossier + Granite production @

ODULIMAABHBIN TPEMAEP

Link sharing activity for Touriste Film

Between May 31 and June 2 2021, there were 310 cases of coordinated link
sharing of the Afrique Media TV post

@ Coordinated Not coordinated
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https://medium.com/@AfricanCIR/how-a-movie-drew-more-eyes-and-more-influence-for-russia-in-africa-3ab01fd1ad54
https://www.themoscowtimes.com/2021/12/24/prigozhin-bankrolls-new-movie-about-russian-instructors-in-mozambique-a75923

Example Twitter pos

Cartoon B, Lot ueer
heroes Graphic content !

Nouvelle vidéo de propagande du Groupe #Wagner sur
la #Centrafrique qui dépeint un climat de ténebres ou
les forces du bien (Wagner) luttent contre les forces du

us? of So(l‘l)h%ztlcated mal (la CPC?)... en circulation sur les réseaux sociaux
animated videos to target en |angue russe. ..

younger ‘non_pOlitical) Translate Tweet
audiences on social media.

State-affiliated influence
strategists are ramping up

The videos are also shared as
static ‘comics’. They glorify
mercenaries as heroes,
fighting for justice for
ordinary Africans.

The videos are team-driven
big budget productions with
input from African creatives.
We’re tracing the studios to
map the supply-chain & to
‘fingerprint’ what else these
sub-contractors are doing.

2:56 AM - Jan 11, 2022 - Twitter for iPhone

30 Retweets 12 Quote Tweets 57 Likes
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https://twitter.com/NathaliaDukhan/status/1480690106403065861
http://drive.google.com/file/d/12Thb_hgFdqs970EbeHV6aNDDKsoWgNai/view

Shadow
boxing

The murky financing and
secret leadership structures
that extremist groups use to
protect themselves are useful
for 10 strategists who feed
conspiracist claims.

In Africa, both European and
Russian influence ops have
used public fear/rejection of
jihadist extremists to frame
their forces as the ‘good
guys’ or to suggest that their
opponents are secretly
funding insurrectionists.

Russia’s Wagner Group is
using the strategy heavily
everywhere from CAR to
Mali.

The FB version @

Afrique Média vee
28 April - Q@
25 & & Soit disant enlévement d'un soldat russe par les terroristes
au Mali (Regarder jusqu'a la fin).
Partagez!
See less

@Y Soit disant enléevement d'un soldat russe par les terroristes au Mali
(Regarder jusqu'a la fin). Partagez!

o) Like (D Comment > Share

0; L'Afrique d'Abord 02 and 2.6K others - 434 comments - 77K views



https://www.facebook.com/watch/?v=412420423598374
http://www.youtube.com/watch?v=lyVQ0QEzTMQ

Video Stars:
Viral content

Pro-Russian campaigners are
successfully using
sophisticated video
propaganda to shape public
narratives and undermine
democratic watchdogs across
Africa, using increasingly
slick production standards
and coordinated
amplification.

The video campaigns are
deliberately designed as
entertainment that glorifies
the Wagner Group’s
mercenaries. They are
targeted at audiences who
traditionally avoid
mainstream news.

Video Stars report @

ADD® ADDO
Oct4 - 15minread - @ Listen

Video Stars: Russia’s viral video propagandain
Africa

This report forms part of our ongoing ad-hoc analysis of Africa-focused
Russian influence operations that appear designed to shape public
support for Russian interests

Summary:

Pro-Russian campaigners are successfully using sophisticated video
propaganda to shape public narratives and undermine democratic watchdogs
across Africa, using increasingly slick production standards and coordinated

amplification.



https://medium.com/disinfo-africa/video-stars-russias-viral-video-propaganda-in-africa-a7970dd431e6

Gift Horse: Aid Diplomacy @

Gift Horses: E
Aid diplo m acy Gift Horse: Russia’s African aid diplomacy

This report forms part of our ongoing ad-hoc analysis of Africa-focused Russian
The war in Ukraine has influence operations that appear designed to shape public support for Russian
disrupted agricultural exports interests

and fuel supplies across the
Black Sea region, triggering
widespread global cost
increases and food/resource
scarcity across Africa. Russia

24

is increasingly seeking to
blame the West’s sanctions
for the growing impacts.

|
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5 Nina J Byzantina @@
@NinaByzantina

286K tons of Russian fertilizer necessary for farming
made by Uralchem and Uralkali have been stuck in the
ports of Estonia, Latvia, Belgium + the Netherlands.

Russian president Vladimir
Putin has gone further,
blaming the shortages and
market disruptions on the
West’s response to the
pandemic and on the West’s Summary:
‘green agenda’, which he
suggests prejudices
developing nations.

Meanwhile, Russia already found a way to ship +
donate 25K tons, each, to Burkina Faso (NPK) and
Sudan (carbamide).

9:29 PM - Sep 10, 2022 - Twitter for iPhone

52 Retweets  2Quote Tweets 184 Likes

The war in Ukraine has disrupted a¢
the Black Sea region, triggering widespread global cost increases and

food/resource scarcity across Africa. Russia is increasingly seeking to blame

the West’s sanctions for the growing impacts.



https://disinfo.africa/gift-horse-russias-african-aid-diplomacy-eae75d7e54a5

Ndjoni Sango Article @

Food/fuel
diplomacy

Increasing aid diplomacy,
through food or fuel aid
donations in CAR echo
Russian influence strategies
the DFRLabs first observed in
Sudan.

Significantly, the donations
are often accompanied by
communiqués from the
Wagner Group attributing the
donation to ‘Evgenii
Prigozhin’.

The overt use of ‘From Russia
with Love’ branding rather
than Wagner branding
cements the tie between
security operations and
humanitarian aid.



https://ndjonisango.com/2021/06/10/la-russie-et-la-rca-sont-des-allies-fiables-depuis-de-nombreuses-annees-evgenii-prigozhin-homme-daffaires-russe/
https://ndjonisango.com/2021/06/10/la-russie-et-la-rca-sont-des-allies-fiables-depuis-de-nombreuses-annees-evgenii-prigozhin-homme-daffaires-russe/

Press Statement + ANCYL video @

Mobilising
IRL activists

Russia is tapping into a
growing grassroots social
movements that campaign

around pan _AfrlcaruSt Faso Lagam Taaba Zaka public event on 18 October 2022 announcing launch of an
agendas. international coalition of 72 pro-Russian pan-Africanist CSOs.

An continental network of 72
. . ANCYL defends its recent Ukraine visit as observers during
Campalgnlng CSOS WaS referendums in eastern and southern Ukrainian provinces j
launched last week in Burkina
Faso, with overt pledges of
support for Russia amongst
anti-French/anti-NATO
rhetoric.

Elsewhere, mainstream
political parties, such as the
ANC Youth League in South
Africa, are overtly supporting
Russia and its war against
Ukraine.

Screengrabs of ANCYL press statement and and YouTube video of ANCYL international
liaison head Khulekani Skosana leading pro-Russian chants in Donbass (left, right)



https://burkina24.com/2022/10/18/une-coalition-dosc-reclame-la-revolution-un-partenariat-avec-la-russie/
https://youtu.be/7M9tJkrR5bg
https://www.iol.co.za/the-star/news/ancyl-defends-its-recent-ukraine-visit-as-observers-during-referendums-in-eastern-and-southern-ukrainian-provinces-d8a7ce93-8fbb-4461-a88a-8a50859c8046
https://www.youtube.com/watch?v=7M9tJkrR5bg&t=18s
https://www.youtube.com/watch?v=7M9tJkrR5bg&t=18s
https://www.facebook.com/Burkina24/photos/pcb.5575966509146428/5575953659147713/

Local
influencers

There is a significant growth
in a network of pro-Russian
nano influencers, who
frequently record viral live
videos, sharing their opinions
about key events happening in
the region.

These videos often receive
significant engagement on
Facebook - some with more
than ~500,000 views, and the
majority of the supporters
congratulating or promoting
a Russian/ Wagner military
collaboration with the
countries within the region in
the comment section.

Press Statement + ANCYL video @

Nano and major influencers who advocate for engagement of countries within the Sahel with Russia (Franklin Nvamisi,
Mabel Junior, to add, Nathalie Dasilva, Cheick Mohammad Baguian, Kemi seba) (Source: CfA using Facebook)


https://burkina24.com/2022/10/18/une-coalition-dosc-reclame-la-revolution-un-partenariat-avec-la-russie/
https://youtu.be/7M9tJkrR5bg

Citizen
cheerleaders

The mobilisation isn’t just
online: increasingly social
media is being used to trigger
real-world rallies + protests.

The Ukraine war’s impact on
food/fuel prices + ineffective
peacekeeping missions
provide topical flashpoints
for a growing pan-Africanist
movement fueled by
conspiracist disinfo.

The events often adopt global
iconography, such as
Russia’s ‘Z’ symbol, as to
build compelling visuals that
feed back into online
campaigns on both open +
dark social platforms.

Facebook post @

He’s pro-Russian, anti-Zelensky and
rallying for Putin in West Africa

The digital diet of a 30-year-old Burkinabe toy seller shows how Moscow is building the image of a superpo

{a By Danielle Paquette
April 21, 2022 at 4:00 a.m. EDT

¢y Listen to article 12 min

The page, created in 2017, has about 55,000 followers and is
administered in Cameroon. The pro-Putin and anti-West posts are
mixed with clips of activists in Mali and Burkina Faso, among other

African nations, advocating for closer relationships with Moscow.

“I like the information they share,” Sawadogo said, holding up his
phone, which displayed a post of a tank captioned “THE RUSSIAN Z”

with three flexed muscle emoji.

Toy seller Ismael Sawadogo attends a pro-Russian rally in Ouagadougou, Burkina Faso, on March 27. (Danielle Paquette/The Washington Post)

[] comment 208 % Gift Article Ty Share


https://web.facebook.com/groups/111654126124817

Feeding
the flames

Pro-Russian networks are
increasingly targeting United
Nations (UN) peacekeeping
missions in CAR and DRC, &
WHO health campaigns.

The campaigns combine

foreign + domestic actors and
use coordinated narratives
calling for violent action.

The online campaigns are
mirrored by street protests.

In DRC there is evidence of
coordinated incitement
ahead of violent attacks on
UN bases resulting in deaths
of both peacekeepers &
protestors.

Death toll reaches 36 in eastern DRC as
protesters turn on UN peacekeepers

With elections due next year, analysts fear political motives could
be driving the rising violence and tensions in the region

Fears of a new wave of violence in the restive east of the Democratic
Republic of the Congo are growing after weeks of deadly protests against UN
peacekeepers and rising regional tensions.
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Total wastage of United Nations' funds from member
states. @MONUS has failed to deliver on its
mandate, it should be closed down. The billions of
dollars must be invested into solving the global
humanitarian crisis.
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Counter messaging efforts

Efforts to counter the spread of hate speech and inciteful content
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Platform
convenings

Social media companies were
invited by the consortium and
partners to discuss different
issues related to the elections
including:

A comprehensive overview of

the national early warning and
response during elections.

Overview of election plans to
counter online hate speech/
incitement in Kenya

Feedback on action plans by
social media companies to curb
the spread of mis/ disinfo +
hate speech.

Collaborative approaches to
solve the challenges +

moderate content on platforms.

Re: Consultation on online hate speech in the Kenyan electoral context X & B

External Inbox x

_ Wed, 21Sept, 09:12 (6 days ago) Yt “«

I o, N Go0'e com, haronr ~

Dear all,

This is a reminder of tomorrow's meeting at 3pm Nairobi time. Similar to previous meetings, the discussion will
focus on trends, incidents and responses with a focus on the way forward and issues which remain of concern in the
post-election phase.

Agenda

1. Brief opening remarks by UN Kenya

2. Presentation by MAPEMA consortium/Code4Africa on trends and concerns

3. Interventions by social media platforms and other actors on incidents and actions taken
4. Discussion on the directions of further action and engagement

We look forward to your participation in the discussion.

Best,

With these experts and potentially others, we would appreciate your virtual attendance of our inaugural meeting on Tuesday, 14
June 2022, between 14h00-16h00.

Proposed agenda:
1. Overview of the national early warning and response during elections and UN & partners roles in Kenya.
2. Overview of election plans to counter online hate speech/incitement in Kenya:
1. Google
2. Meta
3. Tiktok
4. Twitter

3. How do we collaborate moving forward? How often do we meet and who needs to be with us?

We trust you will be able to attend and help us combat hate speech and online incitement. We look forward to your response, and

partnership.

warm regards,



Viral
Storytelling

Disinfo often succeeds
because it is mesmerising.

It is visually striking, tells a
compelling story and plants
doubts or suspicions.

We’ve therefore partnered
with East Africa’s biggest &
most trusted youth brand,
Shujaaz, to leverage its two-
time Emmy-winning visual
storytelling through comics,
animated video & viral social
platforms.

Shujaaz youth ambassadors
& its community of 7,5m
‘heroes’ will facilitate real -
world dialogues.

DIB
@TheDJBoyie

Ukabila zii!!

Charlie Pele na Deno ni mabeshte wapoa sana. Charlie
na Rosie walienda shop ya buda ya Deno kusaka unga
but Charlie na Deno sio wa kabila moja, Charlie
aliuziwa bei ya juu... 5 = . Uko na message gani kwa
ule msee ama mapero wako na tabia za ukabila?

Leader mpoa ni mwenye anasaidia ku-improve life ya
wasee wa area ame-chaguliwa. Kwa mtaa yako, ni fiti
ukue rada ya mwenye anachaguliwa, ndio akuwe leader
mpoa. Swali ni, utajuaje leader mpoa?

G N Pia SECURITY. Wi
[| INASAIZIA SANA KA BIZ

5:50 PM - Jul 10, 2022 - Twitter for Android

DJB
@TheDJBoyie

"Siasa zitapita tu, ujirani wetu mwema utadumu".
Umecheki pledge gani fiti unaeza share na Kenyans
wenzako?

#PeacePekee

! ZITAPITA TU, UJIRANI WETU
e MWEMA UTADUMU

9:20 PM - Jul 30, 2022 - Twitter Web App

#PeacePekee kabisa
Security ni mimi na wewe,
and kama youth sisi ndio
tuko forefront kumakesure
Z tuna preach AMANI. With
future in our hands ni fiti
pia kuwa na uhusiano
mwema na security
agencies as well.

Joseph Kivaya
shuianz | DJ Boyie




Social
influencing

Alfluence focused its efforts in
development of messaging
focused on:

Sensitize the public on the
reality of all elections -
there is always a winning
and losing candidate.
Encouraging social media
users to remain peaceful
while waiting for the
supreme court’s final
verdict and avoiding the
spreading of hate speech.
Standing up against
tribalism by
communicating that Kenya
is home to a diverse
collection of tribes,
cultures, and religions.

0oQv

_peacegrace Niaje wadau, Kumbuka Kenya,lkona watu
wenye kabila tafauti,Mila na desturi zao pia hutofautiana
ambapo watu milioni 52 wanakuja pamoja ili waweze kuishi
pamoja Kwa Amani na pia Kwa undugu.What | love about
Kenya is that even in the face of major national tragedies,
Kenyans always seem to find a way to smile and live
together beyond the 42 different tribes that we have.

Let us create a conversation on how to unite us as country,
as one people and one tribe




Training,
“mentorship & grants

We’ve been overwhelmed with the response
to our workshops, training 576 journalists
through 161 webinars so far, while also
mentoring them and providing story grants
to use the skills in producing investigative
pieces on disinformation + hate speech +
influence operations cases.



https://aijc.africa/ @

We use our convening power and ecosystem
networks to focus attention on disinfo +

CO nvenlng hate speech, by co-hosting conferences such

= as the African Investigative Journalism

-ﬁ,_?. Power Conference (AIJC) and facilitate sessions or

CODE/#- ) .
AFRIGA = workshops at others’ events



https://aijc.africa/

Universities
Courseware

Successful training is built on
ongoing repeated lessons,
over extended periods, so
that new techniques/tools
become part of journalists’
core ‘DNA’.

The consortium therefore
works with major journalism
schools/universities across
Africa, to help develop
curricula focused on disinfo,
hatespeech or fact-checking.

We have partnerships with 37
universities. We’d be happy
to explore synergies.




Some Solutions

How CfA partners are tackling disinfo/toxic networks
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Drive up the costs

1. Debunk + pre-bunk conspiracies by exposing the hidden puppet-masters
2. Dismantle the sock-puppet infrastructure that gives access to audiences
3. Deplatform the ‘linchpin’ bad actors

/.. Demonetise the underlying disinfo economy & blacklist the profiteers

5. Dissuade the digital creatives who produce the content

._E'_E
="

CODE/s#-
AFRIGA =




Build indigenous ecosystems

1. Fund institutions not projects

2. Develop infrastructure rather than storytelling

3. Shift focus from parachute-in training to peer-mentorship
4. Nurture indigenous technical expertise + technologies/tools
5. Support transnational collaboration

6. Invest into diversified ‘information economies’

._E'_E
="

CODE/s#-
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Connect:

This presentation: https://bit.ly/ACSSKenyaCase

CfA: @Code4Africa
iLAB: @AfricanCIR

PesaCheck: @PesaCheck
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https://bit.ly/ACSSKenyaCase
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